Abstract-In past decades, we have seen that the increasing speed of the network attacks compromising computer system functionality and degrading network performance. The security of these systems has attracted a lot of research in the field of intrusion detection and response system to reduce the effect of these attacks. Response is a major part of intrusion detection system. Intrusion detection system without a timely response is not considered good even they detect threat and generate alarms. Optimum response is based on the selection of proper response option. In this paper, we categorize the attacks and propose some response option to thwart these attacks.
I. INTRODUCTION
In recent years, due to technological advances, society has become more dependent on global networks for their social, business, and educational activities. Due to the explosive use of computer network a number of security issues have been raised in the internet and computer systems. The availability and integrity of computer systems need to be secure from a variety of threats. Annual report from the CERT (Computer Emergency Response Team) indicates a tremendous increase in the number of intrusion each year. According to MYCERT (Malaysian Computer Emergency Response Team) [1] report published in 2014, 43% of 9,986 malicious incidents have involved intrusions during system operational hours. An intrusion [2] is a set of actions that violates the security policies: the confidentiality and integrity of data, and availability of service by exploiting vulnerabilities in the security procedure and implementation of the monitored system by intrusion detection system (IDS). While attacks is a set of action that violate the security policies associated with the IDS itself [3] . It is therefore essential to have an appropriate IDS and intrusion response system (IRS) to detect and respond the potential intrusion and attacks. An IDSs [2] are the hardware or software systems to automate the identifying and responding process of inappropriate events occurring in a computing system. Based on IDS alerts, IRS continuously monitors system health, so that potential incidents or inappropriate activities can be identified and handled effectively. IRS apply suitable countermeasure for ensuring security of computing environment [4] . The term "Intrusion tolerance " has been defined in [5] as a systems that maintain confidentiality, availability and integrity of computing system regardless of some of its components being compromise. However, the existing IDS have a limited response approach and are inadequate to give the optimum response to the detected intrusion. Therefore, for a good response, response option should be activated according to the nature of attacks and IDS confidence. For instance, all incidents are not malicious in nature, if a person gets access to a different system mistakenly by typing the address of a computer without authorization. However, if the same action is performed by a cyber-criminal, should be malicious as these are highly skilled programmers and can easily exploit the vulnerabilities of computer systems. Therefore, the IRS must be able to understand the malicious activity and choose the response option accordingly.
Although, IRS is always used with the IDS; researcher gave less attention to IRS than IDS. Firewall could prevent only outside attacks but it fails to detect the insider attacks, for inside attacks we need a real time system which detect and respond threats on the fly. For choosing an appropriate response system for detected events, we need to correctly identify the security problems. Most of the response options are not appropriate for all incidents or malicious activity. For example, when the attacker has already logged out, to terminate that attacker's session will not be appropriate and will have no effect. In addition, Distributed Denial of Service (DDoS) and Denial of Service (DoS) attacks, the attackers try to make the resources unavailable to their intended users.
Therefore, we are looking for a response option that increases service availability and performance. In the spoof attacks, insider attacks, distributed attacks and password based attacks, attackers try to access and modify the stored data, therefore, a response is needed that can improve data confidentiality and integrity. In the probing, phishing and eavesdropping, the attackers try to collect information from the global network and about possible vulnerabilities. Thus, these types of attacks require a response option, which improves data confidentiality and service availability.
In this paper we attempt to categorize the different network attacks and a review on general attacks to the computer system. In addition, we present the response option according to the intrusion and attack's statistics. The rest of this paper is organized as follows. We describe different attacks detected by IDS and the comparison of attacks according to effected parameter in Section 2. In Section 3, we explain the response option according to the nature and statistics of attacks and finally in Section 5, we draw our conclusion.
II. ATTACKS COMMONLY DETECTED BY IDS
The unsecured communication in a majority of networks allows the cyber-criminals to gain access to secure data. The interest of an attacker are stealing the information and trying to make resources unavailable to the intended users. There is a lot of defensive mechanism such as firewall, cryptography, and access control provides the first line of [6] . Firewall is treated as the first line of defense which protects the front access points of the system from a number of threats and attacks [7] . Cryptography provides secure communication while access control is used for authentication purpose. However these anti-threat applications provide the external security but are inadequate to detect the internal attacks and are unable to provide the internal security to any computing system and network. IDS solve this problem by monitoring and detecting internal as well as external attacks.
An IDSs [2] are the hardware or software systems to automate the identifying and responding process of inappropriate events occurring in a computing system. Based on IDS alerts, IRS [4] continuously monitors system health, so that potential incidents or inappropriate activities can be identified and handled effectively. IRS apply suitable countermeasure for ensuring security of computing environment. Based on the generating response, IRS has been categorized into three types: notification, manual and automatic IRS. Notification response system generates response in the form of just report or notification. On the other hand, manual IRS allows the system administrator to generate response on the basis of predefined set of response option. Unlike notification and manual IRS, automatic IRS provides a high level of automation and generates an immediate response based on the generated alert. However the main drawback of automatic response is an inappropriate response can be generated. Therefore there must be a proper mechanism for checking the optimum response against the generated alert. If the attacks effect on a database then there must be a response which secures the data integrity and if the attack is on the network then the response should be able to improve the resources availability and network performance.
We cannot evaluate responses without considering the incidents themselves as shown in the Figure1. Here the main purpose of incidents classification is to examine the possible incidents and determine the actual attacks, target of attacks and to choose response option accordingly. Incident is an occurrence of an unexpected event during the execution of a program, in networking [8] . It happens when an attack (natural or man-made) exploit information resources [9] . All incidents are not malicious in nature, for example, a person does mistakenly by typing the address of a computer and accidently access a different system without authorization. But when an incident created by a cyber-criminal, should be malicious as these are highly skilled programmers, who can easily exploit the vulnerabilities, for the reason that they can understand the details of computer communications. Security attacks can be categorized further in two groups given as passive and active as shown in Figure 1 .
In passive attacks an attacker eavesdrops however, does not modify the meaningful information in any way, whereas, in active attacks the attacker tries to get the unauthorized access to change the meaningful information with the intent to destroy the whole network. After occurring attacks the system must be able to respond attacks and recover rapidly. IDS with IRS enable the system to control damage and recover rapidly when an incident occurs. These incidents are broadly divided into two classes: Host based incidents and network base incidents [10] . The application layer attacks, for example, spamming, race condition attacks, buffer overflow attacks, mail forgery, man-in-the-middle attacks are called host based attacks. Moreover, these are attacks on the system availability, operating system, and web services [11] . However network based incident are the attacks on the networks to affect the network availability and performance. Unlike wired networks where an attacker attacks the victim network through firewalls and gateways, attacker on a wireless ad-hoc network must gain access from all directions and target at any node. Figure 1 address some common network and general attacks to any organization [10, 12] . These attacks are categorized as insider, outsider, active, passive, distributed, sniffing, spoofing and DDoS/DoS attacks. These attacks and the effect of these attacks on security policy like confidentiality, integrity and availability are illustrated briefly in Table 1 . Firewall, access control, and cryptography are the main defensive mechanism, which provide the first line of defense to any computing systems. Cryptography is used for secure communication, while access control is used for user authentication, which secures the overall system however these anti-threat application provide the external security but is inadequate to provide internal security to any computing systems [13] . Firewall is a software or hardware used to control the incoming and outgoing traffic according to predefine rules. Basic firewall is installed at entry point of servers to divert or allow IP addresses and protocols [7] . Firewall allows incoming traffic from the Internet to access the open available services such as hyper-text transfer protocols (HTTP) and domain name system (DNS). A number of operating systems have built-in firewall [14] . Digital devices and contents are protected by using firewall; however, traditional firewall can't detect and stop viruses, worms, and Trojan horses. Though both IDS and firewall are used for network security, however, ID differs from the firewall in that a firewall looks for outward intrusion and IDS watches for intrusion that originate from within a system [15] . There are different firewalls discussed in [16] . Traditional firewalls cannot detect insider attacks such as flooding attacks, user to root attacks and port scanning as the firewalls sniff the network packets at the boundary of a network. Complex attacks such as DoS and DDoS cannot be detected by using traditional firewalls. Moreover, it cannot differentiate ordinary traffic from DoS attack traffic [9] .
IV. COMPARISON OF ATTACKS ACCORDING TO EFFECTED PARAMETERS
Without considering the attacks we cannot evaluate the response option for attacks, therefore, Table 1 illustrates the effect of some of the most popular attacks and the effect of these attacks on confidentiality, integrity , and availability [9, 17] . Computer Attacks usually violate the three different security properties confidentiality, integrity, and availability (CIA) [18] : (a) Confidentiality: Attackers try to violate the confidentiality by accessing the system or data without authorization (either implicit or explicit). (b) Integrity: When attackers try to modify any information residing or passing through a system or to change the system state, this type of attacks causes an integrity violation. (c) Availability: An attack causes an availability violation when the attackers try to make the resources unavailable to their intended or legitimate users. Some attacks effect the confidentially and integrity of data, while some has effect on services availability. Therefore, the response option should be selected according to the effected parameters as shown in Table 1 . [25, 26] . Computer Attacks usually violate the four different security properties: CIAC ( confidentiality, integrity availability, and control) [18] . Confidentiality, Integrity and integrity is already defined in Section IV, Attackers always try to violate these terms. While Control: An attack causes a control violation if it grants an (unauthorized) attacker privilege in violation of the access control policy of the system [27] . All the above incidents explained in Section IV affect the confidentiality, availability, and integrity of computer and networks resources [12] . In the DDoS and DoS, attacker slows down system by sending the large number of protocols to a network and tries to make the resources unavailable to the authorized users. We are looking for a response that increases performance (or service availability). In the spoof attacks, insider attacks, distributed attacks and password based attacks, since our system is under the control of attackers. In these types of attacks, attackers try to access and modify the stored data, therefore, a response is needed that can improve data confidentiality and integrity. In the probing, phishing and eavesdropping, the attackers try to collect information from the global network and about possible vulnerabilities. Thus, these types of attacks require a response, which improves data confidentiality and service availability.
VI. RESPONSE OPTIONS FOR NETWORKS AND GENERAL ATTACKS We are entering an era where our information technology systems must be assumed to be compromised. Organizations are not well prepared to offer the proper response to security incidents. The unlimited growth of incidents needs advance and distinct response option during the response execution process. The users of the internet will not intentionally, probe, monitor, attack or attempt to access an organization's information without authorization, however that potential does exist. Personal computers are affected by viruses and attacks. Moreover, digital devices and contents are insecure due to connectivity of external devices. As the attacks become more and more complex and automated, existing antiviruses are not sufficient. Many technical problems such as how to enhance the efficiency of the antiviruses and reduce the damage of the system haven't been solved completely. When IDSs have got threat information, they generate responses on the basis of symptoms of attacks. On the basis of response options IDSs, are categorized as passive or active. Some of these responses generates alarms and involve reporting results. Some responses are automatic that are activated without human involvement and non-automatic response needs human intervention [27] . Suspending, blocking the IP addresses, blocking ports, injecting TCP resets to terminate the connection, changing the ACL, reconfiguring routers and Firewalls the progress of an attack are more common forms of active response taken by the IDS. IDSs generate mostly alarm in the form of an onscreen alert or popup window. SNMP traps and reports the generated alarms to the network management systems. Using proper IRS in the form of antivirus help the entire network infrastructure to respond to the attack in a timely manner [28] .
There is no way to guard against the exploitation before it happens for the reason that vulnerability is not known in advance. Intrusion can occur on the personal computer without any type of connectivity to the networks. With the development of a global network and sharing information, security problems become more serious than ever. Modern Network-based intrusion detection system [29, 30] and Hostbased intrusion detection system [31, 32] can initiate responses in addition to simple alarms or notifications. The most common response is to record the analysis result in a log file to generate the report. A more immediate response in to trigger alarm of a variety of predetermined types. Alarm flame on a network manager' console, a message to a security manager's page and email message send to the administrator are different response option [33] . This section addressed some common response options for host and network based IDS. These responses are described briefly in the following.
In generate response, intrusive behavior is generated in the form of reports, email messages, pagers, and a console window for providing critical information to the system administrator. In Isolation response, only the intruding node is completely isolated from the network immediately. The main drawback of this approach is that it degrades network performance. GIDP responds to the detected incidents in all cases in a predetermined fixed way by isolating the intruding nodes causing a variety of attacks [21, 34] . Sometimes direct isolation of critical attackers causes the whole network down, so in this case relocation response is taken for securing the system [35] . In no punishment response, the intrusion is simply ignored, when the performance of the network is not affected by that intrusion. In addition if the response cost is greater than the damage cost of attacks the no punishment response option is activated from the pre-stored response options. In Service denial response, the network node stops services offered by or provided to the intruders. Lock User Account response is to lock the user's account and terminate the user's session in order to prevent future attacks. The intention of ICMP response is to ensure the attacking host that identifying the victim's network or the requested service is un available [36, 37] .
It is difficult to differentiate the true attackers and the normal users, in such cases; enabling remote logging to another system is the best method for collecting additional information about attackers. On the other hand, Block IP Address response neutralizes network attacks by blocking IP address of those specific attackers. While, shut down response option is the suitable mechanism for protecting network or computer system to compromise further under active attacks. Disconnecting from the network is an appropriate solution for network-based attacks than shutting down the host or network system. In disabling the attacked ports response, a specific port is disabled which is used as the basis for the attacks generation. These responses effectively stop the attacks without affecting any other resources of the system.
VII. CONCLUSION
In the last decades, a variety of automatic IRS has been developed. However, IRS is still unable to choose the proper response option during the automatic response selection process. At the same time, we have seen remarkable changes in the style attackers exploit the system functionality and infect computers. Consequently, the creation of perfect, automatic IRS is impossible which completely detect and thwart attacks. In this area a significant research is needed to . address all those weaknesses in the designing of good IDS with a proper IRS. In this paper we classify the attacks based on the security policy and propose the optimum response option based on the attacks' statistics during the response selection process. In addition, the selection of optimum response option will improve the overall performance of IDS 
